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Confidentiality Agreement and Notice of Proprietary Information 
 
 
This document contains information proprietary to Selcom Paytech Ltd and by reading it you agree to protect its 
confidentiality and not to disclose the information herein to any third parties outside your organization. You further 
agree to ensure that any and all parties within your organization that are availed any information herein abide by 
this confidentiality obligation. 
 
This document shall not be reproduced in whole or in part without the express written consent of Selcom 
Paytech Ltd. The disclosure of information, ideas or concepts presented and contained herein is solely meant for 
review by your organization and does not constitute any license or authorization to use the same for purposes 
other than the intended purpose. 
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1. POLICY CONTEXT 

1.1. Introduction 

The Anti-Money Laundering Policy, hereafter referred to as “the policy”, specifies the control objectives to 
evaluate respond to monitor Money Laundering Risk within appetite.  

Selcom is committed to acting with integrity in all our business dealings and conducting our activities in 
accordance with applicable laws and regulations relating to Money Laundering, Terrorist Financing and 
Proliferation Financing Risk Assessment. 

1.2. Purpose 

The primary objectives of this policy are to: 
 Provide an overview of Anti-Money Laundering  
 Provide the Anti-Money Laundering Control Objective requirements 

 
This document addresses the implementation of Anti Money Laundering (AML) and Counter Terrorism 
Financing (CTF) control measures as applicable for Selcom Paytech Ltd. Corruption, money laundering and 
the financing of terrorism are major threats to sound economic development and corporate governance. They 
also pose challenges to employees who, by virtue of the services or products on offer, have a social and legal 
duty to adhere to anti-money laundering controls and those relating to preventing terrorist financing. 

2. DEFINITIONS 
2.1. Customers 

a. A person or entity that maintains and or has a business relationship with the organization 
b. Any person or entity connected with a financial transaction which can pose significant reputation 

or other risks to the organization 
 

2.2. Money Laundering 

Engagement of a person or persons, direct or indirectly in conversion, transfer, concealment, disguising, 
use or acquisition of money or property known to be of illicit origin and in which such engagement 
intends to avoid the legal consequence of such action 

 
2.3. Terrorism Financing 

Terrorist Financing is the act of providing financial support from either legitimate or illegitimate sources to 
terrorist(s), terrorist groups or terrorist organizations. 

 
2.4. Suspicious Transactions 

Suspicious transaction includes; complex, unusual or large business or non-business transactions, 
currency transaction, cross border currency, electronic funds transfer, whether completed or not, 
proposed or attempted with unusual patterns of transactions; insignificant but periodic transactions, 
which have no apparent economic or lawful purpose; funds or property which are proceeds of crime or 
are related or linked to persons or are to be used for commission or continuation of a predicate/specified 
offence. 
 

2.5. Customer due diligence  

Means the process by which a reporting person identifies and verifies the identity of the customer 
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2.6. Financial Intelligence Unit (FIU) 

A Government entity (an Extra-Ministerial Department) under the Ministry of Finance and Planning, 
established by AMLA under section 4, primarily to receive suspicious transaction reports and other 
reports from reporting persons, to analyze those reports and to disseminate intelligence to LEAs for 
investigation and possible prosecution, if there are reasonable grounds to suspect ML, TF or any other 
crime; 
 

3. CONTROL REQUIREMENTS 
Money laundering risk is the risk that Selcom employees, third parties or product and services are used to 
facilitate Money Laundering. This may undermine market integrity resulting in regulatory breaches and/or 
detriment to customers/clients, counterparties or employees. Money laundering risk events may also result in 
financial penalties, diminished market performance and damage to Selcom’s reputation. 

This Policy: 

 Is based on applicable legislation, regulatory rules and best practice guidance. It is designed to 
ensure that Selcom and its employees and its employees know how to detect, prevent and manage 
Money Laundering risk and the legal and regulatory risks associated with failure to comply with AML 
requirements. These risks could occur as a result of the actions of our employees, our customers, or 
third parties or as a result of our failure to establish and maintain an effective control environment to 
mitigate money laundering risk 

 Is mandatory and applies across Selcom and to every employee 

 Supports the ERM framework and risk management and compliance programme. The control 
objectives set out in this policy cover the high level overarching principles in relation to Money 
laundering risk and more detailed control requirements designed to achieve these objectives are 
described in the risk management and compliance programme.  

 
4. APPOINTMENT OF MLRO  

Selcom has appointed a Money Laundering Reporting Officer (MLRO) who will be responsible for maintaining 
the risk management programme, and will be entitled to make formal recommendations to maintain or 
improve risk management policies to be followed. The compliance programme is risk based and subject to 
oversight by the MLRO to ensure appropriate coverage across businesses and co-ordination among risk 
management functions. In addition, the MLRO will be responsible to: 

 
 Report any suspicious activity and all AML activities recorded to the financial intelligence Unit 

(FIU) 
 Ensure all staff that meet or contact clients and potential clients of this firm are required to 

acknowledge that the policy and procedures have been read and understood before meeting or 
contacting clients. 

 Maintain a list of all staff who have read and signed the AML Policy 
 Identify all new and existing clients will be verified to a reasonable level of certainty 
 Establish and maintaining the program to identify, assess, monitor and manage risks related to 

AML, fraud and any related criminal financial activities. 

 Receive Anti-Money Laundering Internal Suspicious Activity Reports from staff and escalating to 
the Financial Intelligence Unit where appropriate. The officer submits an annual report to senior 
management outlining the status of AML controls and any recommendations for improvement. 
The MLRO reports to the Selcom Compliance Unit giving an appropriate degree of independence 
from the commercial aspects of the business. 

 

 



 

 
 

7 | P a g e  

 

5. RISK CATEGORISATION 
 
For proper risk assessment of business relationship with customers and evolving suitable monitoring 
mechanism, all customers are to be categorized as High risk, Medium risk and Low risk. The risk categorization 
is meant for proper monitoring of clients and their transactions. Risk Categorization done by the responsible 
staff should not be disclosed to the client. The extent of knowledge/information available on clients to prove 
their identity sufficiently will determine the risk perception and concomitantly risk categorization. The list below 
provides an overview of clients who may be assigned different risk categories: 
 

Low Risk Medium Risk High Risk 
Entities/Individuals based in 
low risk or no risk country 
(Nationality irrelevant). 

Entities/Individuals based in Moderate 
Risk Countries (Nationality irrelevant). 

Entities/Individuals based in 
High Risk Countries, Very 
High Risk and Non Co-
operating Countries (NCCT) 
(Nationality irrelevant). 

Small-to-medium enterprises 
with small turnover in the 
account 

  Politically Exposed Persons 
(PEPs) i.e. individuals who are 
or have been entrusted with 
prominent public functions in 
the country or a foreign 
country, important political 
party officials, etc.  

Clients which are listed 
companies, regulated entities 
etc. where sufficient 
knowledge in public domain is 
available  

  Trusts, Clubs, Associations, 
charities, NGOs receiving 
donations  

 Government Departments and 
Government owned 
companies, regulators and 
statutory bodies etc. 

  Firms with sleeping partners. 
Companies whose 
shareholders are family 
members.  

   Entities dealing in antiques, 
arms, money services bureaus 
(entities and not its 
employees)  

 
Responsible staff members need to review risk categorizations of clients periodically. Such review of risk 
categorization of customers should be carried out at frequency of not less than once in twelve (12) months. 

 
 
6. AML CONTROL OBJECTIVES 

This policy establishes a risk-based approach to managing Money Laundering risk. A risk based approach 
means that the processes and controls implemented to comply with this policy will vary depending on the 
assessment of Money Laundering risk.  

 
6.1. On boarding - Customer Due diligence 

Prior to establishing a business relationship, the business must assess the Money Laundering risk posed 
by the customer. A Know-Your-Client (KYC) policy is established to ensure that the identities of all new 
and existing clients are verified to a reasonable level of certainty. This will include all individual clients, all 
directors and shareholders with a stake holding of 25% or more of client companies, all partners of client 
partnerships, and every board member of client charities. Identities will be verified either online or face-to 
face or by a combination of both.  
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6.2. KYC for Clients 

The following documentation may be presented by the prospective client, partner or third party. Selcom’s 
portfolio of customers includes corporate, banks, mobile network operators (mobile money) and merchants.  
 
Selcom as a payment system provider switches and facilitates movement of digital funds between sending and 
receiving parties. For the services where Selcom does not directly interact with senders and receivers of funds, 
the collection of KYC on senders becomes the onus of the sending institution and collection of KYC on 
receivers, the onus of the receiving institution. As reporting institutions under Tanzanian regulation, the sending 
and receiving entities collect KYC on their customers which allows the determination of the origin and 
destination of funds. 
 
Selcom shall take reasonable measures to satisfy themselves of the identity of the Sending and Receiving 
clients. The entities shall be required to produce an official record reasonably capable of establishing the 
identity of the applicant. 

 
 The registered name the entity; 
 The registered address of the entity; 
 Any government issued document that provides the date of birth such as a government ID and as 
 Business license 
 TIN 
 Certificate of incorporation 
 Additional documents may include passport copy of directors and audited financials 

 
In addition to the above, during on boarding, Selcom shall collect from the entities the following: 
 
a. Signed Agreement or Merchant Application Form, Partner Due Diligence Form or vendor application form 
b. Additional KYC for the entity being on boarded:  

i. Directors’/Managers’ ID (National Identification Card or Passport) 
ii. Business License 
iii. Certificate of Incorporation 
iv. TIN Certificate of Registration 
v. VAT Certificate of Registration (where applicable) 

 
Low KYC exceptions will be made and any changes as per BOT law will be implemented and aligned on. 

Selcom screens each of its merchants and service providers and each other representative and agent (including, 
but not limited to, each Third Party Processor at the time of onboarding), and regularly thereafter on an ongoing 
basis, against applicable sanctions lists.Every entity and individual is subjected to OFAC screening during the 
time of onboarding, as well as whether any associated individuals that are Politically Exposed Persons, or 
relatives thereof. 

No activity shall be conducted in a geography (country or region or other geographic area) that is the subject of 
applicable sanctions as identified by OFAC.  In addition, no activity shall be conducted with a person, entity, or 
government on the OFAC sanctions lists.  

*Annexure I provides the Partner Due Diligence Form and Merchant Application Form and associated on 
boarding forms. 

 
6.3.  Enhanced due diligence and monitoring  

Selcom shall apply enhanced due diligence and monitoring to its products and services when 
used by people that the company deems to be  

• High risk, as the result of an assessment of relevant risk factors  
• Politically Exposed Persons (PEPs)  
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• Employees who are able to administer payment accounts or close associates or relatives 
of employees  

• In any case where-  
(i) A transaction is complex and unusually large 
(ii) There is an unusual pattern of transactions, and the transactions have no 

apparent economic or legal purpose; or 
(iii) In any other case which by its nature can present a high risk of money 

laundering, terrorist financing or proliferation financing. 
 

6.4. Ongoing Customer Screening 

Selcom must conduct screening on the customer and their related parties on an ongoing basis as set out 
in the merchant agreement. 
 

6.5. Ongoing Due Diligence 

Selcom must undertake effective ongoing due diligence in line with regulatory requirements. 
 

6.6.  Third Party requirements 

Prior to entering into a business relationship with any third party, including entering into a 
commercial relationship with a supplier or client, or permitting any consumer to use its products 
or services, Selcom shall undertake due diligence on the third party in order to establish that the 
relationship is:  
 

 Legal;  
• Within the company’s risk parameters;  
• Free from excessive reputational or financial risk  

Selcom will as well perform an ongoing Risk Analysis to assess the level of risk exposure 
considering the customers, products, services, entities and geographic locations risk and to 
derive appropriate security measures from this analysis. Safeguards are derived from the results 
of the analysis. 

6.7. Prohibited and Restricted Relationships 

Selcom must not establish a business relationship or conclude a single transaction with an anonymous 
client or a client with an apparent false or fictitious name. 

Selcom must not establish business relationship or conclude a single transaction with individual entities 
that Selcom has deemed prohibited (Refer to sanctioned countries as per BOT) 

6.8. Reporting of suspicious transactions 

6.8.1. Suspicious Activity Management Process 

A Selcom staff is required to disclose any suspicious activities or evidence of financial crime or terrorist 
financing immediately to the internal controls and risk department who shall then complete an internal 
suspicious activity report (iSAR) to the Compliance Manager who is the chosen MLRO. 
 
The MLRO shall review the iSAR to determine whether there are any grounds for suspicion and if so 
further investigations shall be done. Upon completion of the investigation conducted by the internal 
controls and risk department and if any such investigation is warranted, a disclosure to the law 
enforcement agencies must be made.  
 
According to the Anti-Money Laundering Act of Tanzania Sections 16(1) states that, “Upon reasonable 
suspicion that the transactions described in sub regulation (1) may constitute or be related to money 
laundering, terrorist financing, proliferation financing or predicate offence, a reporting person (the 
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appointed MLRO) shall promptly report the suspicious transaction to the Financial Intelligence Unit 
(FIU)”. 
 
Section 17 of the AML Act states, a report made shall be submitted to the FIU as soon as possible but 
not later than twenty four working hours after a reporting person becomes aware or has knowledge of a 
suspicious transaction. 
 
The report shall contain: 
i. A full description of the suspicious transaction, including the reasons for suspicion 
ii. Action taken by the reporting person in connection with the suspicious transaction concerning 

which the report is made 
iii. Copies of supporting documents in respect of the suspicious transaction. 

 
*The MLRO should use the form attached in the AML Act of Tanzania to report to Tanzania FIU 

6.9. Transaction Monitoring 

o Continuous monitoring is an essential ingredient of effective KYC procedures and the extent of 
monitoring should be according to the risk sensitivity of the account and the monitoring of 
transactions shall equally be done in line with all regulatory requirements. 

o Special attention will be paid to all complex, unusually large transactions and all unusual 
patterns which have no apparent economical or visible lawful purpose.  

o All suspicious transactions shall be reported to the respective financial intelligence units within 
the set timelines as per the respective regulations. 

Selcom has developed and operationalized a system which is capable of capturing transactions 
suspected to be of the nature of money laundering or terrorist financing. This system is updated 
periodically. All transactions are processed through this monitoring system. 

Selcom has defined various thresholds as provided in a section below, the crossing of which will generate 
alerts for transactions that exceed these predefined thresholds for investigation. 

 
The system has a capability to audit the transactional history of a transaction initiator and perform 
analysis for any abnormal behavior to identify potential money laundry activities. This is post event 
analysis that will be carried out by the MLRO on daily basis. 

6.10. Record retention and deletion 

In compliance with AML regulation and Selcom data privacy policy, Selcom must maintain transactions 
and where applicable related parties information, data and documentation captured in accordance with 
the AML policy and standards and ensure that they are deleted /destroyed at the expiration of the 
applicable data retention period which is a maximum of 10 years.  

6.11. Risk Management 

o This AML & CFT policy and related procedures cover management oversight, systems and controls, 
segregation of duties, training and other related matters which ensure effective AML & CFT risk 
management and implementation Selcom’s AML & CFT policy. 

o To ensure effective AML & CFT risk management, the following  tenets shall be observed: 
a. A customer’s identity shall be verified at all times 
b. Ongoing due diligence on business relationships and scrutiny of transactions shall be conducted 

to ensure that the transactions conducted are consistent with the customer profile. 
c. AML & CFT risk assessment 
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7. Annexure            
             
     
7.1. Annexure 1: Due Diligence form 

DUE DILIGENCE FORM 

1 Registration Information Response 
  Registered Name of Company   
  Country of Registration   
  Registration Number   
  Registration Certificate (provide copy)   
  Registered Address   
  Brand name if different from Registered Name   

2 Presence in Other Countries (Please attach a list with 
the following information for each entity) 

Response 

  Local Registration Information   
  Local Registered Name   
  Country of Registration   
  Local Registration Number   
  Local Registration Certificate (Provide copy)   
  Brand name if different from Registered Name   
  Local Registered Address   
  Local Tax Registration Number   

3 Type of Service Response 
  Brief Description   
  Scope of service (No of Countries, service categories etc)   

4 Ownership Information Response 

  
Name of Shareholder and % of shareholding (include 
details on beneficial owners if any)   

  

For listed companies please provide list of shareholders 
holding more than 10% shareholding and where these are 
natural persons, attach certified copies of their Identity 
cards.   

  

For non-listed companies, provide a list of shareholders 
holding more than 20% shareholding individually and if 
natural persons, attach certified copies of their identity.   

  

If the shareholders greater than 10% and 20% above are 
companies or persons other than natural entities, attach 
registration documents as well as certified copies of their 
directors.   

5 Management Response 
  Name of CEO/Managing Director or equivalent   
  Current List of Board Members or equivalent   
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6 Regulatory Status Response  
  Name of the Regulatory Authority   
  Countr(y) (ies) to which the approval applies.   
  Reference ID/ number of the license to provide the service   
  Copy of Regulatory approval to offer the service   

7 Third Party Partners Response 

  
Does the organization rely on third parties to carry out any  
component of the service it is offering to Selcom?   

  

Please provide list of all such third party partners and the 
service 
components that they are responsible for.   

8 Anti-Money Laundering & Counter Terrorist Financing Response 
  Provide updated copy of your organization’s AML policy   

  
Does the organization rely on third parties to carry out any 
component of the AML& CTF policy?   

  
Please provide list of all such third party partners and the 
components that they are responsible for.   

9 Know Your Customer Response 
  Provide updated copy of your organization’s KYC policy   

  
Does the organization rely on third parties to carry out any 
component of KYC?   

  
Please provide list of all such third party partners and the 
components that they are responsible for.   

  

Does the organization have a policy on the monitoring of 
local and international transactions and detection of 
suspicious or unusual activities?   

  Please provide a copy of such policy.   

10 Anti- Bribery and Corruption (ABC) Response 
  Does the organization have a policy on ABC?   
  Please provide a copy of such policy.   

11 Data Protection and Information Security Response 

  
Does the organization have in place a Data Protection 
and Information Security Policy?   

  Please provide a copy of such policy   

  
Please indicate jurisdiction in which servers containing 
customer information regarding the service will be located   

12 Required Documents (List of documents to be 
submitted (tick all submitted)) 

Response 

  
Company Charter – Memorandum & Articles of 
Association   

  
Ownership and Management Structure, individual persons 
holding more than 10% of the company   
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Ownership and Management Structure, including details 
of shareholding, up to listed company   

  Company Certificate of Incorporation   

  
Financial Services License from Central Bank or other 
Regulator   

  Trade License, if applicable   
  AML/CFT Registration, if applicable   

  

Chamber of Commerce Certificate, if applicable   
 
 

  
Passport or National ID Copies of Directors and Executive 
Management   

  Audited Accounts - last 3 years   
  Credit Rating by external agency, if available   

  

Latest Inspection / Audit Report from Regulator, External 
Auditor 
or Internal Auditor   

  Compliance Manual   

  
Board Resolution / Power of Attorney authorising 
signatory for the PDD   

  Company Profile with Organisation Chart   

  

AML and Sanctions Policy, together with other relevant 
compliance  
policies or handbooks outlining processes for KYC and 
Sanctions   

  List Screening   
  Anti-Bribery & Corruption Policy   
  Data Protection Policy   

  
Agent/Partner Oversight policy document, outlining how 
the network is onboarded and oversight is maintained   

  
List of all transaction limits applicable to the service 
intended to be undertaken with the partner   

  
A copy of your PCI-DSS Attestation of Compliance (AoC), 
where applicable   

13 Declaration   

  

By signing this form, the Company identified in Section 1 (the “Company”), hereby certifies that the 
information the form contains as well as documentation. Selcom must be informed of any material 
changes to the information I have provided within 14 calendar days of the change. 
and supporting documents provided in accordance with Section 13 is accurate, true and to the best of its 
knowledge represent factual information 

  

Signed: Name: 

  

Title: Date: 
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14 Disclaimer   
  Selcom Disclaimer Notice 

  

By signing this form, the Company identified in Section 1 (the “Company”), hereby certifies that the 
information the form contains as well as documentation and supporting documents provided in 
accordance with Section 12 is accurate, true and to the best of its knowledge represent factual 
information. The Company understands that Selcom may contact and obtain additional information about 
your Company from all necessary and relevant individuals, governmental and/or regulatory bodies for 
purposes of verifying the information contained in this Due Diligence form. 

  Selcom General Notice 

  

Please ensure that the information contained in this questionnaire is accurate, complete and up to date. 
Material inaccuracies in the business or personal information provided in this questionnaire may cause 
Selcom to reject a business relationship and may constitute an offence under applicable law. Selcom, 
who relies on the information contained in this form to decide whether to enter into a business 
relationship with the Company, reserve its rights to take appropriate measures should it be revealed that 
any of the information provided herein is inaccurate or untrue. The Company hereby permits Selcom, its 
associates and Affiliates to obtain, verify and check any information relating to the Company and any of 
its directors, shareholders or associates, including credit information at part of this Due Diligence 
process or at any time thereafter. The Company recognizes and accepts that a credit check conducted 
by Selcom has the potential to impact the Company’s credit score and that Selcom takes no 
responsibility for any losses or damages resulting from any credit check or any verification process. 

  
  Selcom Confidentiality Notice 

  

Selcom understands that the information provided by the Company as part of the Due Diligence Form is 
confidential and refer to strategic information known, Selcom requires that the Company signs a Non-
Disclosure Agreement (“NDA”) in order to ensure that (i) the Confidential Information be used not 
necessarily known to third parties. As the disclosure of this information could cause irreparable harm if it 
were to be disclosed and/or publicly at least with the same reasonable degree of care as Selcom’ 
associates uses to protect its own confidential Information to prevent disclosure or unauthorized use of 
confidential information and (ii) only disclose Confidential Information to Selcom’ respective employees 
who need to know it for the purpose indicated in the NDA, provided that these employees are required to 
abide and be bound by confidentiality obligations. 
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7.2. Annexure 2 – Merchant Application Form 
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7.3. Annexure 3 – Merchant Agreement 
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